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© Cache memory consistency control with explicit software Instructions. 

© Memory integrity is maintained in e system with a hierar- 
chical memory using a set of explicit cache control in- 
structions. The caches in the system have two status flags, a 
valid bit and a dirty bit, with each block of information stored. 
The operating system executes selected cache control in* 
structioni to ensure memory integrity whenever there is e 
possibility that integrity could be compromised. 
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Cache Memory Consistency Control with Explicit Software 
Instructions 



Most modern computer systems include a central 
processing unit (CPU) and a main memory. The speed at which 
the CPU can decode and execute instructions to process data 
has for some time exceeded the speed at which instructions 
and operands can be transferred from main memory to the CPU. 
In an attempt to reduce the problems caused by this 
mismatch, many computers include a cache memory or buffer 
between the CPU and main memory. 

Cache memories are small , high-speed buffer memories 
used to hold temporarily those portions of the contents of 
main memory which are believed to be currently in use by the 
CPU. The main purpose of caches is to shorten the time 
necessary to perform memory accesses, either for data or 
instruction fetch. Information located in cache memory may 
be accessed in much less time than that located in main 
memory. Thus, a CPU with a cache memory needs to spend far 
less time waiting for instructions and operands to be 
fetched and/or stored. For such machines the cache memory 
produces a very substantial increase in execution speed. 

A cache is made up of many blocks of one or more words 
of data, each of which is associated with an address tag 
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that uniquely identifies which block of main memory it is a 
copy of. Each time the processor makes a memory reference, 
the cache checks to see if it has a copy of the requested 
data. If it does, it supplies the data; otherwise, it gets 
the block from main memory, replacing one of the blocks 
stored in the cache, then supplies the data to the 
processor. See, Smith, A. J.,. Cache Memories, ACM Computing 
Surveys, 14:3 (Sept. 1982) , pp. 473-530. 

Optimizing the design of a cache memory generally has 
four aspects: 

(1) Maximizing the probability of finding a memory 
reference's target in the cache (the hit ratio), 

(2) minimizing the time to access information that is 
indeed in the cache (access time) , 

(3) minimizing the delay due to a miss, and 

(4) minimizing the overheads of updating main memory 

and maintaining multicache consistency. 

All of these objectives are to be accomplished under 
> 

suitable cost constraints and in view of the inter- 
relationship between the parameters. 

When the CPU executes instructions that modify the 
contents of the current address space, those changes must 
eventually be reflected in main memory; the cache is only a 
temporary buffer. There are two general approaches to 
updating main memory: stores can be transmitted directly to 
main memory (referred to as write-through or store-through) , 
or stores can initially modify the data stored in the cache, 
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1 and can later be reflect d in main neraory (copy-back or 

2 write-to) . The ch ice between write-through and copy-back 

3 strategies also has implications in the choice of a method 

4 for maintaining consistency among the multiple cache 

5 memories in a tightly coupled multiprocessor system. 

6 A major disadvantage to the write-through approach is 

7 that write-through requires a main memory access on every 

8 store. This adds significantly to the relatively slow main 

9 memory traffic load which slows the execution rate of the 

10 processor and which the cache is intended to minimize. 

11 However , when write-through is not used, the problem of 

12 cache consistency arises because main memory does not always 

13 contain an up-to-date copy of all the information in the 

14 system. 

15 Input and output between the main memory arid peripheral 

16 devices is an additional source of references to the" 

17 information in main memory which must be harmonized with the 

18 operation of cache memories. It is important that an output 

19 request stream reference the most current values for the 

20 information transferred. Similarly, it is also important 

21 that input data be immediately reflected in any a Aft' all 

22 copies of those lines in memory. 

23 There have been several approaches to solving this 

24 problem. One is to direct the I/O stream through the cache 

25 itself. This method is limited to single processor systems. 

26 Further, it interferes significantly with the processor's 

27 use f the cache, both by keeping the cache busy when the 
28 
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processor needs it and by displacing blocks of information 
currently being used by the processor with the blocks from 
the I/O stream. Thus it degrades both the cache access time 
and the hit rate. An alternate approach is to use a write- 
through policy and broadcast all writes so as to update or 
invalidate the target line wherever found. Although this 
method accesses main memory instead of the cache, it suffers 
from the disadvantages of the write-through strategy 
discussed above. In addition, this hardware intensive 
solution is expensive to implement and increases the cache 
access cycle time by requiring the cache to check for 
invalidation. This is particularly disadvantageous in 
multiprocessor systems because every cache memory in the 
system can be forced to surrender a cycle to invalidation 
lookup whenever any processor in the system performs a 
store. 

Another alternative is to implement a directory to keep 
tracyk of the location and status of all copies of each block 
of data. The directory can be centralized in main memory or 
distributed among the caches, I/O channels and main memory. 
This system insures that at any time only one processor or 
I/O channel is capable of modifying any block of data. See, 
Tang, C.K., Cache Design in the Tightly Coupled 
Multiprocessor (Syscem, AFPIS Proc, N.C.C., vol. 45, pp. 
749-53 (1976). The major disadvantage of the directory 
control system is the complexity and expense of the 
additional hardware it requires. 
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1 Finally, If a process r falls, for instanc becaus of 

2 a power interruption, the memory syst m must assure that the 

3 most current copies of information are stored in main 

4 memory, so that recovery can be wore easily accomplished. 

s It is an object of this invention to provide a system 

g for maintaining the memory integrity and consistency in a 
tf computer system having cache memories , placing the burden of 
8 maintaining integrity on the software , thus allowing the 
g hardware to remain relatively simple, cheap and fast. 

It is also 6n object of this invention to minimize the 

10 

impact of the overhead for maintaining memory integrity end 
^2 consistency on the operation of the c^che memories, so that 
the cache access time and miss ratio can be minimized. 

lo 

These and other objects of the invention are 



15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 



accomplished in a computer having an instruction set 
including explicit instructions for controlling the inval- 
idation or removal of blocks of data in the cache memories. 
Each block of data stored in the caches has two one-bit 
status flags, a valid bit to indicate whether the block 
contains up-to-date information, and a dirty bit to indicate 
whether the data in the block has been stored to by the 
processor since it entered the cache. The instruction set 
includes instructions for removing a block with a particular 
address from the cache and writing it baok to memory if 
necessary, for removing a block without writeback to main 
memory, for suspending execution of instructions until 
pending cache control operations are oompleted, and for 
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efficiently removing and writing back to main memory all 
"dirty" blocks in the cache in case of a processor failure. 

3 The operating system software invokes these instructions in 

4 situations which could result in inconsistent or stale data 

5 I in the cache memories. 
6 
7 
B" 

9 Figure 1 is a schematic block diagram of a computer 

10 system which incorporates the invention, 

11 Figure 2 is a schematic illustration of a cache memory 

12 constructed in accordance with the invention. 

13 Figure 3 is a schematic illustration of an alternative 

14 form of cache memory constructed in accordance with the 

15 invention • I! ^ 

16 
17 
18 
19 

20 A computer system which operates according to the 

21 invention is schematically illustrated in Figure 1. The 

22 main processor 11, often referred to as the CPU, 

23 communicates with main memory 13 and input/output channel 15 

24 via memory bus 17, The main processor includes a processor 

25 19 which fetches, decodes and executes instructions to 

26 process data. Data and instructions are stored in main 

27 memory 13, transferred to processor 19 when they are 
28 
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r quested during th xecution of a program or routine and 
returned to main memory 13 after the program or routine has 
been completed. 

Access to main memory 13 is relatively slow compared 
with the operation of processor 19. If processor 19 had to 
wait for main memory access to be completed each time an 
instruction or data was needed, its execution rate would be 
reduced significantly. In order to provide access times 
which more closely match the needs of the processor, cache 
21, which may be referred to as a buffer memory, stores a 
limited number of instructions and data. Since cache 21 is 
much smaller than main memory 13 it can be economically 
built to have higher access rates. 

The operating system software for the computer, rather 
than the hardware of the component units, is responsible for 
maintaining the integrity and consistency of the memory. In 
order to accomplish this, the operating system invokes 
explicit control instructions included in the computer* s 
instruction set. ..vt> 

To explain the system of the invention more completely, 
an understanding of the structure of cache memory 21 is 
necessary. The entries of the array in cache memory 21 are 
illustrated in Figure 2. Cache 21 comprises an array of 
locations labeled with an index 31 which store data 33 and a 
physical page tag 35 which corresponds to the physical page 
number of the location of the copy of the data in main 
memory . 

7 
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In addition to the data 33 and tags 35 stored in the 
cache, each block has associated with it two one-bit status 
flags, "valid" and "dirty". The valid bit 37 is set if and 
only if that block has valid data, i.e., up-to-date data. 

The dirty bit 39 is set if the processor has stored to 
the address since it has been brought into the cache. 
Unless cache 21 updates main memory 13 every time processor 
19 does a store (write-through) , the cache has more up-to- 
date data for a block than main memory has. Dirty bit 39 
serves to indicate that main memory 13 must be. updated by 
writing the data in the block in cache 21 back to main 
memory 13 when the block is swapped out of the cache. 

Cache 21 can also be divided into two sections, one for 
data and another for instructions, as illustrated in Figure 
3. For many computer architectures, this split cache • 
provides performance advantages. Both the instruction cache 
41 and the data cache 51 have structures similar to that of 
the unified cache described above. Instruction cache 41 has 
an array of locations labeled with an index 43. Each 
location stores an entry comprising: a physical page tag 
45, an instruction 4 6 and a valid bit 47. Data cache 51 
has an array of locations labelled with an index 53 . Each 
location stores an entry comprising: a physical tag 55, a 
block of data 56, a valid bit 57 and a dirty bit 58. 
Although this cache organization provides certain 
advantages, it also requires additional control instruc- 
tions. In particular, instructions may be modified and 

8 
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copies may then appear in both sections of the cache. The 
operating system must therefore flush blocks from the 
Instruction cache 41 and from data cache 51 back to main 
memory 13 to insure consistency. 

The operating system performs the required memory 
maintainence functions using six instructions: Flush Data 
Cache, Purge Data Cache, Flush Instruction Cache, Flush Data 
Cache Entry, Flush Instruction Cache Entry and Synchronize 
Caches. 

The Flush Data Cache (FDC) instruction sets the 
addrssed data cache valid bit to "invalid" if the data 
address hits the data cache. The block of data at the given 
address is removed from the cache and written back to the 
main memory if the dirty bit is set. 

The Purge Data Cache (PDC) instruction sets the 
addressed data cache valid bit to " invalid" if the data 
address hits the cache. The block of data at the given 
address is removed from the cache and no write-back is 
performed. 

The Flush Instruction Cache (FIC) instruction sets the 
addressed instruction cache valid bit to "invalid" if the 
address hits the cache. The instruction at the given 
address is removed from the cache. 

The Flush Data Cache Entry (FDCE) instruction is a 
special kind of flush that can be used in a routine to flush 
the* entire cache, for example in the event of a processor 
failure. This routine is implementation dependent. For a 

9 
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multiple-set cache, the routine steps through the index 
range of .cache once for each set. The FDCE instruction 
flushes a block of data and sets the addressed data cache 
valid bit to "invalid" whether or not there is a hit at the 
cache index. That is, the, block is written back to main 
memory if and only if it is valid and dirty, without 
comparing the cache tag to any requested address. 

The Flush Instruction Cache Entry (FICE) instruction . 
accomplishes the same function in the instruction cache as 
the FDCE imstruction accomplishes in the data cache. 

The Synchronize Caches (SYNC) instruction suspends 
instruction execution by the processor until the completion 
of all instruction cache and data cache operations. This 
guarantees that any reference to data will await the 
completion x>f. the cache operations required to ensure the 
integrity of that data. 

The operation of the system is illustrated by the 
following examples. The operating system controls access to 
main memory by the processor and by the peripheral devices 
attached to I/O channel 15. 

When data is to be read into main memory 13 from an 
external device through I/O channel 15, the operating system 
must insure that the addresses into which or from which the 
data is transferred do not overlap areas mapped into either 
data or instruction caches. In order to clear any stale 
data out of the caches, before the I/O is performed, the 
system broadcasts to each cache the FDC and FIC instruction 
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ver the range of addresses into which the input data is to 
be mapped. 

When data is to be read out of main memory to an 
external device through I/O channel 15, the operating system 
must insure that the addresses from which the data is 
transferred do not overlap areas mapped into data caches, so 
that the most up-to-date data is transferred. In order to 
update main memory with the data in the caches that has been 
modified by the processors, the system broadcasts to each 
cache the FDC instruction for the range of addresses from 
which the output data is to be read. The FDC instruction 
causes the cache to write any dirty blocks back to main 
memory • 

In a virtual memory system, whenever a page or segment 
is moved from main memory 13 to a peripheral memory (eg., a 
disc memory) connected to I/O channel 15, the data from the 
page or segment must be flushed from all caches. The 
operating system broadcasts to the caches the FDC and FIC 
instruction over the range of addresses included in the page 
or segment. When a page or segment is destroyed, for 
example because of program termination, the data must be 
removed from the cache but need not be stored. In this 
instance, the operating system uses the PDC and FIC 
instructions. No flush or purge operations are needed when 
a page or segment is created or brought in from a peripheral 
memory because the addresses into which it is mapped will 
have just been flushed or purged during the removal of the 

11 



1 

2 
3 
4 
5 
6 
7 
•1 
•.) 
10 
11 
12 
13. 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
2b 
26 
27 
28 



\T- 0210384 



previous page or segment to make room for the new page or 
segment. 

In order to accommodate programs with self-modifying 
code, the operating system must remove from the caches any 
stale copies of the modified instruction to guarantee that 
only the new version of the instruction will be executed. 
After the modification of the instruction has been done in 
data cache 51, the operating system uses the FDC instruction 
to force the modified copy out to main memory, uses the FIC 
instruction to remove any stale copy of the instruction from 
instruction cache 41, then executes the SYNC instruction to 
insure that the modified instruction is not invoked until 
the FDC and FIC instructions have been completed. 

- In the event of a processor failure, for example caused 
by a power failure, the modified blocks of data residing-in 
the caches must be written back to main memory. The 
operating system can accomplish this in a minimal amount of 
time with the FDCE and FICE instructions. A routine using 
the FDCE and FICE instructions flushes the caches quickly 
because by stepping through the index range of the caches 
rather than using the address space which is much larger. 
As the routine steps through the caches, only the blocks 
that are valid and dirty are written back to main memory 13. 
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Claims 

1. A computer system having a multi-level memory 
hierarchy and means f r maintaining the integrity 
of the blocks of information stored at different 
levels in the hierarchy, characterized 

5 by 

a processor {19) for executing instructions 
and processing data; 

memory (13) for storing instructions and data; 

an 1/0 channel (15) connected to the memory 
10 (13) for transferring data and instructions 

into and out of the memory (13); 

a cache (21) connected between the processor 

(19) and the memory (13) for storing selected 

blocks of information from the memory (13) for 
15 use by the processor (19), and having associated 

with each stored block a valid status flag and 

a dirty status flag; 

a set of instructions for providing explicit 
control of the removal of blocks of data from 

20 the cache (21); and 

an operating sytem capable of causing the execution 
of certain of the instructions from the instruc- 
tion set to ensure the consistency of the informa- 
tion stored in the cache (21) with the information 

25 transferred into and out of memory (13). 

2. Computer system according to claim ^charac- 
terized in that the instruction set com- 
prises Plush Data Cache, Purge Data Cache, Plush 

30 Instruction Cache, Plush Data Cache Entry, Plush 

Instruction Cache Entry and Synchronize Caches 
instructions; and in that prior to transfer 
of data or Instructions into or out of memory 
(13) via the I/O channel (15), the operating 

35 system broadcasts the Plush Data Cache and Plush 
Instruction Cache instruct! ns to the. cache 
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(21) over th range of address s into which 
or out of which data is transferred. 

3. Computer system according to claim 2, c h a r a c- 
terized in that virtual memory (13) is 
used; in that, when a page or a segment is 
removed from memory (13), the operating system 
broadcasts the Flush Data Cache and Flush Instruc- 
tion Cache instructions to the cache (21) over 
the range of addresses in the page or segment; 
and in that, when a page or segment is destroyed, 
the operating system broadcasts the Purge Data 
Cache and Flush Instruction Cache instructions 

to the cache (21) over the range of addresses 
in the page or segment. 

4. Computer system according to claim 2 or 3, 
cha r acte ri zed in that the cache 
(21) is divided into two segments (41,51), a 

data cache (51) for storing data and an instruction 
cache (41) for storing instructions; that instruc- 
tions can be modified when stored as part of 
a block of data in the data cache (51); and ^ 
in that after modification of an instruction, 
the operating system issues the Flush Data Cache 
instruction to the data cache (51) for the address 
of the block including the modified instruction, 
issues the Flush Instruction Cache instruction 
to the instruction cache (41) for the address 
of the modified instruction and then executes 
the Synchronize Caches instruction. 

5. Computer system according to any of claims 2 
to 4, characterized in that 
in the event of a processor failure, the operating 
system executes a routine including the Flush 
Data Cache Entry and Flush Instruction Cache 
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Entry instructions over the index range for 
the data each (51) and for the instruction 
cache (41). 
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